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Global overview HISCOX
Key findings

* More firms targeted
The proportion of firms attacked rose from 38% to 43%. Many suffered multiple attacks.

* Frightening range of outcomes
Cost of attacks varies widely. One in six firms attacked says its survival was threatened.

* IT budgets reorient to cyber
The average firm now devotes more than a fifth (21%) of its IT budget to cyber, a jump of 63%.

+ Ransomware now commonplace
Around one in six of those attacked were hit with a ransom. Phishing emails were the main starting point.

* Experts fared better
Firms qualifying as experts had fewer ransomware attacks, were less likely to pay up and recovered more
quickly.

* People, process, technology
Our cyber readiness model shows people scores are lower than for the other two areas.

* Insurance take-up slow
Take-up of standalone cover creeps up from 26% to 27%; adoption highest among experts/big companies.

* Big country variations
US firms top table of experts, Spanish firms are most heavily targeted, Germans pay heaviest price.
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Hiscox Germany overview HISCOX
Key findings

« German firms had highest median total cost of all cyberattacks (21.818 €) and
single largest cyberattack (10.781 €)

» Germany had the highest sum total financial cost of all cyberattacks (43.5m €)

» Belgian and German firms were most likely to have had ransomware attacks
(19%), and Dutch firms were least likely (13%)

* On average, German firms spent the most on cyber security (5m €) while Belgian
firms spent the least (1.6m €)

» The biggest increase from 2019 were German firms, who spent on average 3.1m
€ in 2019 and 5m € in 2020 on cyber security, an increase of 155%

* Irish (43%), Spanish (37%), and German (36%) are most likely to have cyber
insurance coverage as part of another policy
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Hiscox Germany demographics HISCOX
Audience breakdown stayed consistent between 2020 and 2021
report.
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Hiscox Germany demographics
Industry stays relatively consistent YOY.
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SIZE OF THE PROBLEM



Hiscox German IT Spending
Overall IT spend has stayed consistent from 2020, but the % spent

on cyber security increased drastically since last year.
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RN Year | Total average

spending: 5921
2020

2019
2018

14m €

14.3m €
13.4m €
10.2m €

21.3m€
16.3m €
13.7m €
9.6m €

SUCCSNN Year | Totalaverage

security 2021

as % of IT

spend: 2020
2019
2018
2017

German response base: 2018 -1,026; 2019 - 762;2020—-807;2021-757
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Hiscox Germany cyber attacks s

More companies suffered attacks this year, and many suffered HISCOX
multiple.
Suffered an attack in past 12 months Frequency of attacks in past 12 months

15+ [ 250
11-15x | 4%
6-10x NN 11%
5x I 6%
47% 2 I
ax NG 11
2x NN 13

1x I 5%

® Don't know No attacks ® At least 1 attack
0% 5% 10% 15% 20% 25% 30%

Germany response base: 1,030
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Germany scored above average how attacks occurred. Corporate-owned
servers, cloud servers, and employee (i.e., phishing) were highest.
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Hiscox Germany - Results/outcomes of cyber attacks HISCOX

Germany outpaced the overall average across the board, but especially for
loss of unencrypted data, virus outbreak, and ransomware.
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Hiscox Germany - costs S

If one only looks at average or median figures the financialimpact may  H|SCOX
appear containable. But behind those figures is a range of outcomes,

some orders of magnitude higher.

21.818 € 4.636.364 €

I N N I N S e

Germany 21.818€ 72.000€ 9.000€ Germany cost 4.636.364€ 6.200.000€ 29.120.000€
median cost of single largest

incident/ incidents/

breach breach

Total median 11.944€ 51.200€ 9.100€ Total cost 4.636.364€ 79.900.000€ 29.120.000€
cost incident/ single largest

breach incident/

breach
Total response base: 2021 - 1,709;2020-1,971;2019- 2,257
German response base: 20201 -314;2020 — 389; 2019- 398
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Hiscox Germany - impact and/or response to cyber attacks HISCOX

Though some new options were added, top scores in 2021 included increased costs
to notify and a large increase in bad publicity.

Increased spending on employee training and 23%
cultural change . 18%

Materially threatened the solvency/viability of
the company I 139

Greater difficulty attracting new customers ﬂ 20%

Improved preparation for cyberattack (i.e.,
testing of incident response plan) I—— 19%

Lost customers  p——— 217

Caused a breach for third-party partners . >0/

Additional cybersecurity and audit requirements T 10/, 34%

Bad publicity - impact on our brand/reputation ﬂ 20%

Increased costs associated with notifying
customers I 2809

0% 5% 10% 15% 20% 25% 30% 35% 40%
Germany 2020 ™ Germany 2021

Germanyresponse base 2021:477;2020: 421 12
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Phishing was the main point of entry in Germany for ransomware, followed by
credential theft, both of which can be managed with better employee training.

80%
74%
70%
65%
60%
0,
50% 46%
40% 39%
34% 34%
0 28%
30% ’ 26% 26%
20% 19%
10%
1% 1%
O% I
Phishing email Credential theft ~ Third party (supplier Unpatched server  Brute force server Don't know
(reuse of staff or MSSP) (VPN/web server) credentials (e.g.,
username/password) RDP server)

H Total 2021 Germany 2021

Response base: Total 2021—-413; Total Germany 2021 -93 13
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Hiscox Maturity Model background

Our readiness model is based on a capability-oriented architecture,
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encompassing the people, processes and technology needed to create
an effective cyber security management system.

OVERALL (N=6,042)

Business Resilience
Management
Cryptography and Key
Management

Identity and Access
Management

Security Information and
EventManagement

Threat and Vulnerability
Management

Trust Management
Total

People ProcessTeChnOl Total
ogy

3.12 3.13 3.10 3.12
2.93 2.90 2.94 2.93
3.05 2.95 2.94 2.97
2.93 3.10 2.99 2.99

3.00 3.12 3.28 3.13

3.07 3.05 3.09 3.07
3.02 3.04 3.06 3.03

It assesses a firm’s maturity in six
different areas of capability
(domains) using the COBIT
measurement framework. The six
domains make up all the
elements required to install, run,
manage and govern an effective
security system.

Each domain is measured against
three different attributes — people
process and technology

The scoring system marks each
attribute according to how well
developedit is — from non-
existent or ad hoc at one end of
the scale to optimised at the
other.

Firms can not only measure the
effectiveness of their security
controls but better understand the
gaps the model reveals. 15



Hiscox Germany - readiness model Hls'gf’ox
New model doesn't allow us to compare exactly to last year, though

cyber experts have increased slightly in Germany and many novices

are now intermediates.

300
b
200

116 47
150
27

100 81 147
88
92
50 I

1-9 employees 10-49 employees  50-249 employees 250-999 employees 1,000-19,999 20,000+

B Cyber Novice Cyber Intermediate W Cyber Expert

Response base: Germany 2021-1030 16
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Top performing area is Threat Mgmt Tech. Biggest areas of
Improvement are also in Process and People for Cryptography, as
well as Process for Identity Access and People for Security
Information and Event Management.

Maturity Model: Function x Domain (Overall)
Base: 1,030 professionals responsible for or involved in their company’s cyber security strategy

Process Technology

Business Resilience
Management

Cryptography and Key
Management

Identity and Access
Management

Security Information and
Event Management

Threat and Vulnerability
Management

Trust Management

Total

17
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Hiscox Germany COVID-19 impact HISCOX
COVID caused a definite increase in remote working, causing an
increased use in collaboration tools and expanding ecommerce channels.
Changes due to COVID-19
COVID-19 impact .
20% Other g0%,,
Consolidated or reduced the number of ]14349
5001 60% 5704 suppliersivendors we work with I— 5%
’ Added new e-commerce channel(s) 1738
50% Reduced volume of IT changes/updates 18% 30%
Expanded existing digital/e-commerce
40% " cha?‘meglj(s) I (0% 32%
30% Accelerated digital transformation plans ey 54,3190
Expanded online payments  p—— 5502
20% 14% 15% Increased adoption of cloud-based ai o/i
technologies 29%
10% l Reduced operational Costs e ————— 310/
0% Increased use of collaboration 3%%
Total 2021 Germany 2021 technologies ’
Paused hifing  —— 35,
0 . :
® Avg % working remotely before pandemic increased number of staff working -
d 0

Avg % working remotely after pandemic

Response base: Total 2021-6042; Germany 2021: 1,030

remotely

0% 10% 20% 30% 40% 50%

Germany 2021 ® Total 2021

19



Hiscox Germany cyber spending
Percentage planning to increase spending within the next 12
months with focus on new tech, staffing, and employee training.
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Germany 2021

Cyber security consultants
and third-party services

Cyber security
outsourcing

Cyber security staffing

Cyber security employee
training (awareness)

Cyber security
audit/prevention*

New security technology

Overall cyber security
spending

0%

1/%
I 41%

21%
I 37%

16%
I 42%

19%
N 42%

0,
ﬂ 40%

(0)
I 50,
P

65%

20% 40% 60% 80%

Germany 2021 Novice B Germany 2021 Expert

Germany 2021 response base: 367
Germany 2020 response base: 807

Germany 2020

Cyber security consultants
and third-party services

Cyber security outsourcing

Cyber security staffing

Cyber security employee
training (awareness)

Cyber security
audit/prevention*

New security technology

Overall cyber security
spending

0%

28%
B 14%

26%
N 33%

2/7%
I 39%

30%
I 43%

0
ﬂ 50%
0,
E—— 400
ﬁF%
70%
20% 80%

40% 60%

Germany 2020 Novice B Germany 2020 Expert
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Hiscox Germany — top cyber spending priorities HISCOX
Addressing existing threats became a major area of importance, as

well as improving security of customer-facing services and ensuring

third parties comply with security requirements.

62%

Addressing existing threats and vulnerabilities I

Achieving and/or maintaining regulatory 56%

compliance I, 54%

Improving the security of customer-facing 59%

services and applications N 53%

Complying with security requirements placed 55%

upon us by business partners N 54%

Conducting cybersecurity assessments of data 55%

and technology infrastructure I 50%

Ensuring business partners/third parties comply 57%

with our security requirements N 529

0% 10% 20% 30% 40% 50% 60% 70%
Germany 2021 ®Total 2021

Base response: Total 2021—-6059; Germany 2021 -1030 21



Hiscox Germany — cyber security confidence
Top areas of confidence in 2021 or lack there-of showed large increases from

2020, especially in the potential to damage the brand with a cyber breach.

I'm confident our IT technology protects
me from cyber incident

We are very confident with our
cybersecurity readiness

Executive management/the board has a
clear view of how cybersecurity is being
managed

We will damage our brand if we do not

handle client and partner data securely _ 71%

Ensuring compliance with local cyber-
related regulations is a top priority

Cybersecurity is highly critical to our

65%

N 5%

63%

I, 68%

64%

I 63%

I 62%

63%

65%

ability to compete in our market/industry _ 65%

56% 58% 60% 62% 64% 66% 68% 70% 72%

Germany 2020 ®Germany 2021

Base response: Germany 2021 —1030; Germany 2020-1026

69%
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New questions askedin
2021 highlighted
perception around
COVID and cyber
security for Germany:

* My organisation has
been more vulnerable
to cyberattacks since
the start of the
coronavirus pandemic
— 46%

* Because more
employees are
working from home,
my organisationis
more vulnerable to
cyberattacks —57%

* My organisation has
increased my cyber
defenses because of
the coronavirus
pandemic— 52%

22
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Hiscox Germany - Insurance purchase act|V|ty HISEOX
Standalone cyber policies increase, as well as combined policies,
while those not planning on purchasmg a policy decreases.

0,
Don't know -1£%/0

No, we do not currently have nor plan to purchase a cyber 25%

insurance policy N 5%

No, we do not currently have a cyber insurance policy, but 9%
plan to add it as coverage to our current policies this 70
upcoming year B 70

No, we do not currently have a cyber insurance policy, but 12%
plan to purchase a standalone policy this upcoming year I 12%

Yes, we currently have cyber insurance coverage as part 29%
of another policy N 3696

Yes, we currently have a standalone cyber insurance 24%

policy I, 23y

0% 5% 10% 15% 20% 25% 30% 35% 40%
Germany 2020 ™ Germany 2021

Response base: Germany 2020 response base: 790; Germany 2021 - 731 23
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Hiscox Germany - additional services HISCOX
Customersin Germany are interested in the below additional
services that might be offeredthrough their insurance carrier.

Access to a list of approved vendors ﬂ’ 15%

Access to an online library of cyber information including ]a%
policies and procedures 16%

Claims statistics b 19%
Assessing cyber readiness against an industry benchmark “ 18%
Vulnerability tests/remote scans —4%}7%
Consultancy services §§%
Crisis management assistanCe §§?/g
Up-to-date threat intelligence §;%
Preventative hardware/software 3%9%0
Risk assessments N /|50 52%
Employee (raining | /0,
0% 10% 20% 30% 40% 50% 60%

Germany 2020 = Germany 2021

Response base: Germany 2020 - 293; Germany 2021 -292 24
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Avg % of critical data

70%
600 D9%
50%
40% 37%

31%
30% .
250 Regularly backed up Not backed up
20% 7% 16% N
Avg % of critical data backed up
10% 8% 6%
2%
I 0%
0% -

Daily Weekly Monthly Quarterly Annually

B Frequency of data back ups 6%

Frequency of testing restoring from back ups

Response base: backups—1030; onsite/offsite —1013; frequency - 782 25

= Offsite * Onsite
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Germany focus — industry HISCOX
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Germany focus — industry (cont.)

IT budget spent on Cyber Security

Base: 757 professionals responsible for or involved in their company's cyber security strategy

Ajunoag aagiy uo Juadg o

24Ns13|
pug [2AEa]

uonRngLasp
pue podsugd ]

LML

3|Esa|oym
puE 1213

Apaadaoug

S20IMJ3E
|EUCISSa}o4d

2JEDyL|EaH
pUE EULIEL4

Tn32EjnUE

Toud-uocp) pue
JUBLULIBACT

“LIp pUE pocd

EERIRNEL
|E1aUELIS

AbGazu3

LgI13nJ1sue])

E200AA2E
ss3UlENg

28



q’o

Germany focus — industry (cont.) HISCOX

Employees Working Remotly Before and After Pandemic
Base: 6,043 professionals responsible for or involved in their company’s cyber security strategy

Profes_smnal Business services Construction Property Energy Financial services = Manufacturing Pharma and Retail and TMT Tr?ns?crt_and Food and drink
services Healthcars wholesale distribution
Td%
1%
67% £5% 659%
61% -
50% 53% 50% 50%
33%
16% 17% 17% 16% 17% 17%

- - 1% - - - 100 109 11% - 13% 11%
= &2 = 2 = &2 = 2 = &2 = 2 = 2 = 2 = 2 = 2 = 2 = &
£ E £ E £ E £ E £ E £ E £ E £ E £ E £ E £ E £ E
3 3 3 3 3 3 3 3 3 4 3 4
= [~ = c = c = [~ = [~ = [~ = [~ 1= [~ 1~ [~ 1~ [~ 1~ [~ 1~ c
3 a 3 3 3 a 3 3 3 a 3 3 3 3 3 3 3 3 3 3 3 3 3 &

v v v v v v v v v v v v
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T rt and G t and
r?ns?o _an Food and drink | Trawvel and leisure pyErnmen .an
distribution MNan-profit

E4% 60%
55%
50%
13% I 11% 12% 13%

Ic

Currently
Prepandemic l
Currently
Prepandemic
Currently
Prepandemic
Currently
Prepandem
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The fifth annual international Hiscox Cyber Readiness Report provides an up-to-the-minute picture of the
cyber readiness of organisations and offers a blueprint for best practice in the fightto counter an ever-
evolving threat. It is based on a survey of executives, departmental heads, IT managers and other key
professionals. Drawn from a representative sample of organisations across eight countries by size and
sector, these are the people on the front line of the business battle against cyber crime.

About this year’sreport

The countries covered (Belgium, France, Germany, the Netherlands, Spain, the UK and the US) have
been extended this year to include the Republic of Ireland. The size of the respondents has increased
from 5,569 companies to 6,042, reinforcing the position of the Hiscox Cyber Readiness Report as one of
the broadest of its kind.

We have adopted median rather than mean figures for numbers of attacks and costs this year and
restated prior-year figures in the same terms. Given the extreme variation in the underlying figures
between the very smallest and very largest companies, this provides a more accurate representation of
the study group as a whole.



