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Global overview HISCOX
2022 Key findings

» Perceived risk high: seven out of eight countries rank cyber attack as the number one threat to their
business — ahead of the pandemic, economic downturn and skills shortages.

* Increased attack intensity: Nearly half of companies report cyber attacks (48%, up from 43% last year)
in the last 12 months.

* More severe impact: The median cost of attacks has risen 29% to just under 15.300 €.

» Expertise does pay-off: Median cyber attack costs expressed as a percentage of revenues are two-
and-a-half times higher for firms ranked as ‘cyber novices’ as for the experts.

* More ransomware attacks: Nearly one in five firms (19%) report a ransomware attack, up from 16%
last year.

* Remote working shifts attacks: Corporate servers are the main weak link, with a big jump in entry via
cloud server.

+ Spending divide: Mean spending across all respondents has increased 60% in the past year to 4.8m €
and is up 250% since 2019.

* Insurance take-up continues: 64% of companies now have cyber insurance as standalone or part of
another policy, up from 58% two years ago.
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Hiscox Germany overview HISCOX
Key findings

= 50/50 split in those that were attacked versus not attacked
= Most common point of entry was corporate server in the cloud
= Most common outcome of the cyberattacks were IT resource misuse

» The average cost of a cyberattack to a German company seems to have decreased in
value this year, down from a mean average of 136.800 € last year to 125.100 € this year.

= Cyber insurance ownership is highest in Germany (67%)
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Hiscox Germany demographics HISCOX
Audience breakdown stayed consistent between 2022 and 2021
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Hiscox Germany demographics

Industry stays relatively consistent YOY.
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Hiscox Germany perception of business risk HISCOX
Cyber attacks are viewed as top business risk for companies in
Germany, above pandemic or skills shortage risks.

Germany perception of business risk
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Hiscox Germany top reasons for cyber risk increasing HISCOX
What's going wrong? Companies in Germany are most worried about
remote working and the general increase in attacks.

Germany reasons for cyber risk increasing

Unable to keep up with volume of vendor patches that need to be applied | — 118%’
Reduced budget allocated to cyber risk management | 1696 18%

Changes in regulatory requirements I 1% 20%
Legacy technology not being decommissioned / unable to receive security 18%
updates —— 7Y%

: i 18%
Lack of government intervention . s 1 5%

Reduced awareness of security requirements among employees _17%19%

Rapid business growth, outpacing cyber risk management controls d 220
Greater number of our employees using their own devices for work instead of 0
company devices & 27%
InCreasing UMb er Of attackS | 317
Greater number of our employees WoTKing reImote )y | —————————
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Hiscox Germany top reasons for cyber risk decreasing HISCOX
What's going right? Companies in Germany think they’re doing a better job
implementing cyber security processes and creating a specific cyber role.

Germany reasons for cyber risk decreasing

19%

Increased government crackdown on attackers
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REALITY OF CYBER RISK:
ATTACKS AND OUTCOMES



Hiscox Germany cyber attacks HIS'&’E'OX
Nearly the same number of companies suffered attacks this year

compared to last year.

2022 Germany suffered an attack in past 12 months 2021 Germany suffered an attack in past 12 months

46% |

46%
4

m At least 1 attack = Don't know No attacks = At least 1 attack

A7% %

= Don't know No attacks

Germany response base: 2021- 1,030; 2022 - 922



Hiscox Germany First points of entry »
Corporate cloud servers and mobile devices increased since last-year. This is HISCOX
likely a reflection of remote working and continued transitions by companies to

cloud-based platforms. BEC was new this year but appears to be common.
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Hiscox Germany - Results/outcomes of cyber attacks HISCOX

Large increases in IT resource misuse and DDoS attacks compared to
last year. Financial loss a big player, though a new option this year.
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Hiscox Germany - impact and/or response to cyber attacks HISCOX

Bad publicity and increase costs to notify continue to increase in affecting
businesses. Priorities are focused on audit requirements and improved preparation.

I, 2390

Increased spending on employee training and cultural change 18%

I 30%

Increased cybersecurity evaluation of our supply chain 14%

. 28%
., 3500

Security and/or privacy are regularly evaluated/discussed 16%

. 29%

Improved preparation for cyberattack (i.e., testing of incident 19%

response plan) I 33%
I, 3490

Additional cybersecurity and audit requirements 21%

N, 34%
I 129

Bad publicity - impact on our brand/reputation 20%

. 27%

Increased costs associated with notifying customers 28%

I 3296
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Germany response base 2022 — 424; 2021: 477; 2020: 421 14
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Hiscox Germany — cyber criminals’ method of entry HISCOX

Phishing was the main point of entry in Germany for hackers, followed by
credential theft, both of which can be managed with better employee training.

80%
74%
70%
64%
60%
50% 46%
42%
40%
34% 34%
30% 26% 26%
22%
0,

20% 16%
- I

0%

Phishing email Credential theft (reuse of Third party (supplier or Unpatched server Brute force server
staff MSSP) (VPN/web server) credentials (e.g., RDP
username/password) server)

B Germany 2022 Germany 2021

Response base: Total Germany 2021 — 93; Germany 2022 - 89 15
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DOING?



Hiscox Maturity Model background Hls'&":'ox
Our readiness model is based on a capability-oriented architecture,

encompassing the people, processes and technology needed to create

an effective cyber security management system.

It assesses a firm’s maturity in six

OVERALL (N=6,042) People Process Technology Total . -

different areas of capability
Business Resilience Management 3.12 3.13 3.10 3.12 (domains) using the COBIT
Cryptography and Key Management 2.93 2.90 2.94 2.93 measurement framework. The six
Identity and Access Management 3.05 2.95 2.94 2.97 domains make_ up all _the
Security Information and Event oGR . o o elements required to install, run,
Management : ' : : manage and govern an effective
Threat and Vulnerability Management 3.00 3.12 3.28 3.13 secu rity system_
Trust Management 3.07 3.05 3.09 3.07
Total 3.02 3.04 3.06 3.03 » Each domain is measured against

three different attributes — people

A . )rocess and technology

OVERALL (N=5,181) People Process  Technology Total

Business Resilience Management 2.98 2.91 3.02 2.98 e The Scoring system marks each
Cryptography and Key Management 2.88 2.74 2.92 2.85 attribute according to how well
Identity and Access Management 3.06 281 2.93 293 developed it is — from non-

SR ETEE existent or ad hoc at one end of

Management 2.95 ar2 2.96 2.91 the scale to optimised at the
Threat and Vulnerability Management 2.95 2.89 3.04 2.96 other.

Trust Management 2.96 3.01 |3.04 3.01

Total 297 285 3.00 295 * Firms can not only measure the

effectiveness of their security
controls but better understand the
gaps the model reveals. 17



Hiscox Germany - readiness model HIS%OX
Cyber expert have significantly decreased from last year. We can

see the trend falling after confidence spiralled mid-research following

the Log4j vulnerability in Dec 2021.

2022 Maturity model by size of buisness
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Hiscox Germany - readiness model HISCOX
Top performing area is Trust management in Tech. Very low
performance in process, especially with cryptography, security
information, and identity access management.

GERMANY (N=922)

19
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Hiscox German IT Spending HISCOX

Overall IT spend has slightly decreased from 2021, but the % spent
on cyber security continues to increase at pace.

Total IT Total average

spending: 2022 20.5m € 19.8m €
2021 13.9m € 21m €
2020 14.1m € 16.1m €
2019 13.2m € 13.6m €
2018 10.1m € 9.5m €

Cyber

security 2022 23% 24%

as % of IT 5459 21% 20%

spend: 2020 13% 12%
2019 10% 11%
2018 11% 10%

2017 11% 9%

German response base: 2018 — 1,026; 2019 — 762; 2020 — 807; 2021 — 757; 2022 - 712 20
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Hiscox Germany COVID-19 impact HISCOX
Remote working has seemed to level-out along with some of the more
extreme pauses in hiring and reduction in operational costs.

Remote work Changes due to Covid-19
60% Consolidated or reduced the number ﬂ40/
5 of suppliers/vendors we work with 18%
50% Added new e-commerce channel(s) T ——— 1]5/(%
Reduced volume of IT 30%
40% % Changes/updates I 17%
’ Expanded existing digital/e- 320
commerce Channe|(s) I 23%
Accelerated digital transformation %
30% plans | 3%4%
Expanded online payments [ 2&/70%
20%

Increased adoption of cloud-based 0
15% technologies e 29%
10% Reduced operational costs ﬂ 33%

Increased use of collaboration 3%

0% technologies | 30"%

Avg % working Avg % working Avg % working
remotely before remotely after remotely

pandemic pandemic Increased number of staff working FSO/
remotely 37%

Avg % working remotely before pandemic

Paused hiring  p— 020, o

. . 0% 5% 10% 15%20% 25% 30% 35%40%
= AvQ % working remotely after pandemic

= Avg % working remotely Germany 2021 mGermany 2022

Response base: Germany 2021: 1,030; 2022 - 922 21



Hiscox Germany — top cyber spending priorities
Addressing existing threats continues to be a major area of
importance, as well as improving security of customer-facing
services and reviewing internal policies.

n’o

HISCOX

Addressing existing threats and vulnerabilities

Achieving and/or maintaining regulatory compliance

Improving the security of customer-facing services and
applications

Reviewing internal cybersecurity policies and procedures

Conducting cybersecurity assessments of data and technology
infrastructure

Implementation of systems to detect unauthorised personnel,
connections, devices, or software

Regularly simulating a cyberattack to test your firm's incident
response plan

Retaining a public relations firm to help with any future incidents

Germany 2021

Base response: Germany 2021 — 1030; 2022 - 922
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56%
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59%

N  58°%
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46%

I,  55%

44%

N  55%
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Hiscox Germany — cyber security confidence

q’n

HISCOX

Top areas of confidence in 2022 continue to increase from 2022, especially in

the potential to damage the brand with a cyber breach.

65%

I'm confident our IT technology protects me from cyber

0,
incident 68%

71%

63%
We are very confident with our cybersecurity readiness 68%

71%

64%

Executive management/the board has a clear view of 63%

how cybersecurity is being managed
69%

69%
We will damage our brand if we do not handle client and

0,
partner data securely 71%

72%

63%
Cybersecurity is highly critical to our ability to compete in

our market/industry 65%

68%

58% 60% 62% 64% 66% 68% 70% 72% 74%

® Germany 2020 Germany 2021 ®Germany 2022

Base response: 2022 — 922; Germany 2021 — 1030; Germany 2020 - 1026

New questions asked in
2021 highlighted
perception around COVID
and cyber security for
Germany:

* My organisation has
been more vulnerable to
cyberattacks since the
start of the coronavirus
pandemic — 46% (2021);
50% (2022)

* Because more
employees are working
from home, my
organisation is more
vulnerable to
cyberattacks — 57%
(2021); 61% (2022)

* My organisation has
increased my cyber
defenses because of the
coronavirus pandemic —
52% (2021); 61% (2022)

23



Hiscox Germany - insurance purchase activity
Standalone cyber policies increase, but combined policies slightly
decrease. Those not planning on purchasing a policy continues to
decrease.

q’o

HISCOX

No, we do not currently have nor plan to purchase a cyber

insurance policy _ 11%
(1]

No, we do not currently have a cyber insurance policy, but plan
to add it as coverage to our current policies this upcoming year
B

No, we do not currently have a cyber insurance policy, but plan

to purchase a standalone policy this upcoming year _ L8t
0

Yes, we currently have cyber insurance coverage as part of

another polic
o I 3296

Yes, we currently have a standalone cyber insurance policy 28%

0% 5% 10% 15% 20% 25% 30% 35% 40%

® Germany 2020 Germany 2021 = Germany 2022

Response base: Germany 2020 response base: 790; Germany 2021 — 731; 2022 - 681
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Hiscox Germany — why purchase insurance HISCOX
This year customers mainly purchase insurance for financial fraud, but
historically, it's purchased because the cost of a breach is so high.

Why purchase insurance?

There wasn’t enough coverage for cyber risks in my organization’s standard
public liability / professional indemnity policy

23% 12
18%
20%
34%

My organization has previous experience of a cybersecurity incident/breach

Having cyber insurance is a legal obligation or requirement (per GDPR,
CCPA, or other regulatory requirements)

New data regulations require that my organization has financial protection in
place in case of a cyber breach

My organization wanted coverage for financial fraud due to a cyber breach 28%

The cost of a potential breach is high, and my organization’s decision-makers
would like peace of mind that the company is financially protected

31%
31%
30%
26%
34%

0% 20% 40% 60% 80% 100% 120%

| am concerned that if my organization is attacked, my customers could make
a claim against the company

My organisation uses cyber insurance to prove to clients and prospects that it
is careful about cyber protection

Cyber insurance policies offer additional expertise that | do not have (e.g.,
crisis management, IT forensics)

I am concerned about the security of my data or my customer/company data

m2022 =2021 =2020

Response base: Germany 2020 - 282; Germany 2021 — 293; Germany 2022 - 332 25
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Hiscox Germany — carriers for cyber insurance HISCOX

Coalition 1%
At Bay 1%
XL Catlin = 8%
COGITANDA wl@%004
Evolve MGA mm 138
Tokio Marine Kiln (TMK) “gogl%
Markel Corporation mm 188
Britplc mm 198
CFC Underwriting mm 133
HDI Global SpecialtySE  m— %0
Beazley Group wl@?00s
The Travelers Companies = 8%
CNA _mm T02%
Hiscox Inc 3%
Axis Capital m——— 50,
Lloyd’s of London s 3%
Chubb Limited mm 1%

American International Group (AlG) T —— 70/, 13%

Zurich Insurance Group m——" 70,
A A ————— . 1902
/A1 501Z | — /0 0/,

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%

Carriers used 2022  mCarriers used 2021

Response base: Germany 2022 — 458; Germany 2021 - 464
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HISCOX

When it comes to cyber insurance, Hiscox delivers expertise. We have over 20 years’ experience in
privacy and cyber insurance, and in the last five years have underwritten over 360,000 policies and
managed nearly 4,000 claims worldwide. Understanding the cyber risks and challenges businesses face
IS paramount to our success. In 2017, Hiscox built a global, central cyber team to provide product
consistency, coordinated insight and collaborative services.

The new generation insurance product includes a suite of tools and services to manage risk. Beyond the
classic risk transfer in the cyber crisis, Hiscox cyber insurance offers you direct support and help from real
experts - crisis managers, IT specialists, data protection lawyers and PR consultants. Since 2018, Hiscox
has offered free employee training to all small and mid-sized insureds around the globe through the
Hiscox CyberClear Academy where we have nearly 30,000 users.

But sharing our expertise and building awareness goes beyond our insureds. We’ve built open-source
tools like the Hiscox Cyber Exposure Calculator, which helps companies understand the financial impact
of a cyber attack. In 2021, we introduced an online cyber maturity self-assessment model to help
companies understand their cyber security strengths and weaknesses. Compare your performance to
over 11,000 other companies for free.

For the sixth year running, we’ve produced the international Hiscox Cyber Readiness Report, which
provides an up-to-the-minute picture of the cyber readiness of businesses and offers a blueprint for best
practice in the fight to counter an ever-evolving threat. Drawn from a representative sample of 5,181
organisations across eight countries by size and sector, this reflects the direct experience of those on the
front line of the business battle against cyber crime.



